ns5gt-adsl-wlan-> set cons page 0

ns5gt-adsl-wlan-> get config

Total Config size 10993:

set clock ntp

set clock timezone -5

set vrouter trust-vr sharable

set vrouter "untrust-vr"

exit

set vrouter "trust-vr"

unset auto-route-export

exit

set service "SSH" timeout never 

set service "https-444" protocol tcp src-port 0-65535 dst-port 444-444 

set service "nsm-ui-7801" protocol tcp src-port 0-65535 dst-port 7801-7801 

set service "tcp-445" protocol tcp src-port 0-65535 dst-port 445-445 

set service "vonage-control-ports" protocol udp src-port 0-65535 dst-port 5060-5061 

set service "vonage-data-ports" protocol udp src-port 0-65535 dst-port 10000-21000 

set service "smtps-465" protocol tcp src-port 0-65535 dst-port 465-465 

set service "imaps-993" protocol tcp src-port 0-65535 dst-port 993-993 

set service "starttls-587" protocol tcp src-port 0-65535 dst-port 587-587 

set auth-server "Local" id 0

set auth-server "Local" server-name "Local"

set auth default auth server "Local"

set auth radius accounting port 1646

set admin name "heidi"

set admin password "nNy1EdrjAHoFcZCDjswO/pBtLzNqDn"

set admin port 8080

set admin ssh port 2222

set admin scs password disable username heidi

set admin auth timeout 10

set admin auth server "Local"

set admin format dos

set vip multi-port

set zone "Trust" vrouter "trust-vr"

set zone "Untrust" vrouter "trust-vr"

set zone "DMZ" vrouter "trust-vr"

set zone "Wzone1" vrouter "trust-vr"

set zone "Wzone2" vrouter "trust-vr"

set zone "VLAN" vrouter "trust-vr"

set zone "Untrust-Tun" vrouter "trust-vr"

set zone "Trust" tcp-rst 

set zone "Untrust" block 

unset zone "Untrust" tcp-rst 

set zone "MGT" block 

set zone "DMZ" tcp-rst 

set zone "Wzone1" tcp-rst 

set zone "Wzone2" tcp-rst 

set zone "VLAN" block 

set zone "VLAN" tcp-rst 

set zone "Untrust" screen tear-drop

set zone "Untrust" screen syn-flood

set zone "Untrust" screen ping-death

set zone "Untrust" screen ip-filter-src

set zone "Untrust" screen land

set zone "V1-Untrust" screen tear-drop

set zone "V1-Untrust" screen syn-flood

set zone "V1-Untrust" screen ping-death

set zone "V1-Untrust" screen ip-filter-src

set zone "V1-Untrust" screen land

set interface "ethernet1" zone "Trust"

set interface "ethernet2" zone "DMZ"

set interface "ethernet3" zone "Untrust"

set interface "wireless1" zone "Wzone1"

set interface "wireless2" zone "Trust"

set interface "wireless3" zone "DMZ"

set interface "wireless4" zone "Wzone2"

set interface "adsl1" pvc 8 35 mux llc protocol bridged zone "Null"

set interface ethernet1 ip 192.168.144.1/25

set interface ethernet1 nat

set interface ethernet2 ip 192.168.30.1/24

set interface ethernet2 nat

set interface ethernet3 ip 24.211.216.43/22

set interface ethernet3 route

unset interface vlan1 ip

set interface wireless2 ip 192.168.144.129/25

set interface wireless2 nat

set interface wireless4 ip 192.168.168.1/24

set interface wireless4 nat

unset interface vlan1 bypass-others-ipsec

unset interface vlan1 bypass-non-ip

set interface ethernet1 ip manageable

set interface ethernet2 ip manageable

set interface ethernet3 ip manageable

set interface wireless2 ip manageable

set interface wireless4 ip manageable

unset interface ethernet1 manage snmp

set interface ethernet3 manage ping

set interface ethernet3 manage ssh

set interface ethernet3 manage telnet

set interface ethernet3 manage snmp

set interface ethernet3 manage ssl

set interface ethernet3 manage web

set interface wireless2 manage mtrace

set interface wireless4 manage ping

set interface wireless4 manage ssh

set interface wireless4 manage telnet

set interface wireless4 manage snmp

set interface wireless4 manage ssl

set interface wireless4 manage web

set interface wireless4 manage mtrace

set interface ethernet3 vip untrust 80 "HTTP" 192.168.30.2 manual

set interface ethernet3 vip untrust 22 "SSH" 192.168.30.2 manual

set interface ethernet3 vip untrust 444 "https-444" 192.168.30.2 manual

set interface ethernet3 vip untrust 25 "MAIL" 192.168.30.2 manual

set interface ethernet3 vip untrust 465 "smtps-465" 192.168.30.2 manual

set interface ethernet3 vip untrust 993 "imaps-993" 192.168.30.2 manual

set interface ethernet3 vip untrust 587 "starttls-587" 192.168.30.2 manual

set interface ethernet3 dhcp client enable

set interface ethernet1 dhcp server service

set interface wireless2 dhcp server service

set interface wireless4 dhcp server service

set interface ethernet1 dhcp server auto

set interface wireless2 dhcp server auto

set interface wireless4 dhcp server auto

set interface ethernet1 dhcp server option gateway 192.168.144.1 

set interface ethernet1 dhcp server option netmask 255.255.255.128 

set interface ethernet1 dhcp server option domainname nc.rr.com 

set interface ethernet1 dhcp server option dns1 24.25.5.148 

set interface ethernet1 dhcp server option dns2 24.25.5.147 

set interface wireless2 dhcp server option gateway 192.168.144.129 

set interface wireless2 dhcp server option netmask 255.255.255.128 

set interface wireless2 dhcp server option domainname nc.rr.com 

set interface wireless2 dhcp server option dns1 24.25.5.148 

set interface wireless2 dhcp server option dns2 24.25.5.147 

set interface wireless4 dhcp server option gateway 192.168.168.1 

set interface wireless4 dhcp server option netmask 255.255.255.0 

set interface wireless4 dhcp server option domainname nc.rr.com 

set interface wireless4 dhcp server option dns1 24.25.5.148 

set interface wireless4 dhcp server option dns2 24.25.5.147 

set interface ethernet1 dhcp server ip 192.168.144.30 to 192.168.144.100 

set interface ethernet1 dhcp server ip 192.168.144.2 mac 00c09f2318b5 

set interface ethernet1 dhcp server ip 192.168.144.10 mac 000bdb20ee27 

set interface ethernet1 dhcp server ip 192.168.144.11 mac 000bdb015413 

set interface ethernet1 dhcp server ip 192.168.144.7 mac 00105a25ce05 

set interface ethernet1 dhcp server ip 192.168.144.20 mac 00118026c032 

set interface ethernet1 dhcp server ip 192.168.144.21 mac 00409639c236 

set interface ethernet1 dhcp server ip 192.168.144.29 mac 0018fe9afdb4 

set interface ethernet1 dhcp server ip 192.168.144.4 mac 00902718deef 

set interface wireless2 dhcp server ip 192.168.144.200 to 192.168.144.250 

set interface wireless4 dhcp server ip 192.168.168.30 to 192.168.168.100 

unset interface ethernet1 dhcp server config next-server-ip

unset interface wireless2 dhcp server config next-server-ip

unset interface wireless4 dhcp server config next-server-ip

set flow tcp-mss

unset flow tcp-syn-check

set console page 0

set domain nc.rr.com

set failover enable

set pki authority default scep mode "auto"

set pki x509 default cert-path partial

set dns host dns1 24.25.5.53

set dns host dns2 24.25.4.106

set address "Trust" "192.168.144.23/32" 192.168.144.23 255.255.255.255

set address "Trust" "192.168.144.43/32" 192.168.144.43 255.255.255.255

set address "Trust" "neo" 192.168.144.2 255.255.255.255

set address "Trust" "vonage-ata" 192.168.144.20 255.255.255.255

set address "Untrust" "24.25.4.108/32" 24.25.4.108 255.255.255.255

set address "Untrust" "64.71.171.53/32" 64.71.171.53 255.255.255.255

set address "Untrust" "Home" 24.211.218.141 255.255.255.255

set address "Untrust" "Juniper-PPTP" 207.17.136.151 255.255.255.255

set address "DMZ" "eeyore" 192.168.30.2 255.255.255.255

set group service "eeyore-in"

set group service "eeyore-in" add "HTTP"

set group service "eeyore-in" add "HTTPS"

set group service "eeyore-in" add "https-444"

set group service "eeyore-in" add "imaps-993"

set group service "eeyore-in" add "MAIL"

set group service "eeyore-in" add "NTP"

set group service "eeyore-in" add "PING"

set group service "eeyore-in" add "smtps-465"

set group service "eeyore-in" add "SSH"

set group service "eeyore-in" add "starttls-587"

set group service "vonage-ports"

set group service "vonage-ports" add "vonage-control-ports"

set group service "vonage-ports" add "vonage-data-ports"

set ike respond-bad-spi 1

unset ike ikeid-enumeration

unset ike dos-protection

unset ipsec access-session enable

set ipsec access-session maximum 5000

set ipsec access-session upper-threshold 0

set ipsec access-session lower-threshold 0

set ipsec access-session dead-p2-sa-timeout 0

unset ipsec access-session log-error

unset ipsec access-session info-exch-connected

unset ipsec access-session use-error-log

set url protocol websense

exit

set policy id 8 from "Trust" to "Untrust"  "vonage-ata" "Any" "vonage-ports" permit traffic gbw 100 priority 0

set policy id 8

exit

set policy id 1 from "Trust" to "Untrust"  "Any" "Any" "ANY" permit 

set policy id 1

exit

set policy id 15 name "no logging dns" from "DMZ" to "Untrust"  "eeyore" "24.25.4.108/32" "DNS" nat src permit 

set policy id 15

exit

set policy id 12 from "Untrust" to "DMZ"  "64.71.171.53/32" "VIP(ethernet3)" "ANY" deny log 

set policy id 12

exit

set policy id 11 from "Trust" to "Untrust"  "192.168.144.43/32" "Any" "HTTP" permit log 

set policy id 11 disable

set policy id 11

set service "PPTP"

exit

set policy id 10 from "Trust" to "Untrust"  "192.168.144.43/32" "Any" "tcp-445" deny log 

set policy id 10 disable

set policy id 10

exit

set policy id 9 from "Trust" to "Untrust"  "192.168.144.43/32" "Any" "ANY" deny log 

set policy id 9 disable

set policy id 9

exit

set policy id 3 from "Trust" to "DMZ"  "Any" "Any" "ANY" permit 

set policy id 3

exit

set policy id 4 from "DMZ" to "Untrust"  "Any" "Any" "ANY" nat src permit log 

set policy id 4

exit

set policy id 5 from "Untrust" to "DMZ"  "Any" "VIP(ethernet3)" "eeyore-in" permit 

set policy id 5

exit

set policy id 6 from "DMZ" to "Trust"  "eeyore" "neo" "SSH" permit log 

set policy id 6

exit

set policy id 14 from "Untrust" to "Trust"  "Any" "Any" "ANY" deny log 

set policy id 14

exit

set policy id 17 from "Wzone2" to "Untrust"  "Any" "Any" "ANY" permit log 

set policy id 17

exit

set policy id 18 from "Trust" to "Wzone2"  "Any" "Any" "ANY" permit 

set policy id 18

exit

set nsmgmt bulkcli reboot-timeout 60

set nsmgmt bulkcli reboot-wait 0

set ssh version v2

set ssh enable

set config lock timeout 5

set ssl port 4443

set ntp server "0.us.pool.ntp.org"

set ntp server backup1 "1.us.pool.ntp.org"

set ntp server backup2 "2.us.pool.ntp.org"

set modem speed 115200

set modem retry 3

set modem interval 10

set modem idle-time 10

set wlan channel auto

set ssid name guest

set ssid guest key-id 1 length 40 method asciitext 1Vl5DckKNg1r3nsEZvCr+/M+1FnGw5sbgQ== default

set ssid guest client-isolation

set ssid guest authentication open encryption wep

set ssid guest interface wireless4

set ssid name foo

set ssid foo authentication wpa-psk passphrase SZouuStFNOGulGsoipC7cQ2A2Jnk5dMV4VHZJ+XHMgarinHBjTlycUs= encryption auto

set ssid foo interface wireless2

set snmp port listen 161

set snmp port trap 162

set vrouter "untrust-vr"

exit

set vrouter "trust-vr"

unset add-default-route

exit

set vrouter "untrust-vr"

exit

set vrouter "trust-vr"

exit
